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Effective 12/01/2022 
 
We at Edge Autonomy respect your concerns about privacy. This Website Privacy Notice applies to 
northropgrumman.com and other external Edge Autonomy websites that link to this Notice (the “Sites”). 
This Notice describes the types of personal information we collect on the Sites, how we use the 
information, with whom we share it and the choices available to users of our Sites regarding our use of 
the information. We also describe the measures we take to protect the security of the information and 
how users can contact us about our privacy practices. Internal company policies and procedures govern 
Edge Autonomy’s internal networks and systems and the processing of personal information relating to 
employees and other authorized Edge Autonomy network users. 
 
Consent to Use and Transfer Personal Data 
 
 Please note that if you submit personal data through the Edge Autonomy website, you will send it 
to Edge Autonomy in the United States.  We will collect, process and transfer your personal data in 
accordance with this Privacy Policy but possibly not in accordance with the laws of the jurisdiction in 
which you reside. 
The following topics are discussed in this notice: 

• Information We Collect 

• Information We Collect by Automated Means 

• Cookies, Web Beacons, and Similar Technologies 

• How We Use the Information We Collect 

• Legal Basis of Processing 

• Interest-Based Advertising 

• Information We Share 

• Your Rights and Choices 

• Data Transfers 

• How We Protect Personal Information 

• Data Retention 

• Links To Other Websites 

• Right to Delete 

• Exercising Your Rights 

• Updates To Our Website Privacy Notice 

• How To Contact Us 

 
Information We Collect 
 

The types of personal information users of our Sites may submit include: 

• contact information (such as name, postal address, telephone number and email 

address); 

• employment information (such as title, division and employer), including military 

rank; 

• login credentials for the Sites; (such as username, password, time and date of 

login); 

• other personal information submitted by current or prospective suppliers and 

subcontractors, such as Social Security number, diversity-related information 

(such as ethnicity), federal tax ID number, disability status, and civil and criminal 

court history; 

• personal information submitted by job applicants, such as a résumé or C.V., 

cover letters, work authorization information, salary history, education history, 
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information about security clearances, citizenship information and, for jobs with 

U.S.-based Edge Autonomy entities, ethnicity, race and gender; and 

• other personal information found in content that users provide. 

 
Information We Collect By Automated Means 
 

When you use our Sites, we may collect certain information by automated means, using 
technologies such as cookies, web server logs, web beacons and JavaScript. 

Cookies are files that websites send to your computer or other internet-connected device to 
uniquely identify your browser or to store information or settings on your device. Our Sites may use 
cookies (such as HTTP and HTML5 cookies) and Flash cookies, as well as other types of local storage 
(such as browser-based or plugin-based local storage). Your browser may tell you how to be notified 
when you receive certain types of cookies and how to restrict or disable certain cookies. You also may be 
able to delete your Flash cookies or adjust your Flash cookie settings by visiting the Adobe Flash Website 
Storage Settings Panel and Global Storage Settings Panel. Please note, however, that without cookies 
you may not be able to use all of the features of our Sites or other websites and Website services. 

In conjunction with gathering information through cookies, our web servers may log information 
such as your device type, operating system type, browser type, domain, and other system settings, as 
well as the language your system uses and the country and time zone where your device is located. We 
also may record information such as the address of the web page that referred you to our Sites and the IP 
address of the device you use to connect to our Sites. We also may log information about your interaction 
with the Sites, such as which pages you visit. We may place tags on our web pages called “web 
beacons,” which are small files that link web pages to web servers and their cookies. 

We may use third-party web analytics services on our Sites, such as those of Google Analytics 
and Hotjar. These service providers help us analyze how users use the Sites. The information collected 
for this purpose (including your IP address and other information collected by automated means) will be 
disclosed to or collected directly by these service providers.  
 

Both we and others (such as our service providers and advertising networks) may collect 
personal information about our visitors’ Website activities, over time and across third-party websites. Our 
Sites are not designed to respond to “do not track” signals from browsers. 

The providers of other third-party plug-ins on our Sites, such as embedded videos and social 
sharing tools, may use automated means to collect information regarding your use of the Sites and your 
interactions with the plug-ins. This information is subject to the privacy policies or notices of the third-party 
plug-in providers and is not subject to Edge Autonomy’s Website Privacy Notice. 
 
Cookies, Web Beacons, and Similar Technologies 
 

• Our sites—as well as certain third parties that provide content and other functionality on the Site 

—use a variety of technologies to learn more about how people use the Sites and the Internet. 

This section provides more information about some of those technologies and how they work. 

• Cookies. Cookies are small text files used to store information about users on the users’ own 

computer. Cookies may be used to recognize you as the same user across different visits to the 

website. Knowing how a user is using the Sites through cookies enables us to tailor our content 

and Sites to meet visitors’ needs more effectively. It also enables us to improve the quality of your 

visit by making sure that the Sites are properly formatted for your computer and web browser. 

Some Internet browsers can be configured to warn you each time a cookie is being sent or to 

refuse cookies completely. Refer to your browser help menu for more information. You can also 

manage cookie tracking directly through the third-party service providers that we may use: 

• Google Analytics: You may prevent your data from being used by Google Analytics by 

downloading and installing the Google Analytics Opt-out Browser Add-on, available at 

https://tools.google.com/dlpage/gaoptout/. Google’s ability to use and share information collected 
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by Google Analytics about your visits to this Site is restricted by the Google Analytics Terms of 

Service, available at http://www.google.com/analytics/terms/us.html, and the Google Privacy 

Policy, available at http://www.google.com/policies/privacy/. To learn more about how Google 

collects and processes data in connection with Google Analytics, visit 

http://www.google.com/policies/privacy/partners/. 

• Other local storage. Local Shared Objects (also referred to as “Flash cookies”) and HTML5 local 
storage are like cookies in that they are stored on your computer and can be used to store certain 

information about your activities and preferences. These objects are stored in different parts of 

your computer from ordinary browser cookies, however. Many Internet browsers allow you to 

disable HTML5 local storage or delete information contained in HTML5 local storage using 

browser controls. 

• Web beacons. Web beacons can be embedded in web pages, videos, or emails, and can allow a 

web server to read certain types of information from your browser, check whether you have 

viewed a particular web page or email message, and determine, among other things, the time 

and date on which you viewed the Web beacon, the IP address of your computer, and the URL of 

the web page from which the Web beacon was viewed. 

 
How We Use the Information We Collect 
 

• We may use the information described above to: 

• provide products and services; 

• send you promotional materials or other communications; 

• communicate with you about, and administer your participation in, special events, 

programs, offers, surveys and market research; 

• respond to your inquiries; 

• process employment applications, including by assessing qualifications, verifying 

information, and conducting reference or other employment-related checks; 

• evaluate potential suppliers and subcontractors and manage our relationships with them; 

• provide and administer human resources services for Edge Autonomy employees; 

• perform data analyses (including anonymization and aggregation of personal 

information); 

• operate, evaluate, and improve our business (including developing new products and 

services; enhancing and improving our products and services; managing our 

communications; analyzing our products, services and communications; and performing 

accounting, auditing and other internal functions); 

• protect against, identify, and prevent cybersecurity and other security events, espionage, 

fraud and other unlawful activity, claims and other liabilities; and 

• comply with and enforce applicable legal requirements, relevant industry standards and 

our policies. 

• We also may use the information in other ways for which we provide specific notice at the 

time of collection. 

In addition, we use information collected through automated means for the purposes set forth 
above, including by (i) customizing our users’ visits to our Sites, (ii) analyzing the manner in which our 
users interact with our Sites and Website advertisements, (iii) delivering content tailored to our users’ 
interests and (iv) managing our Sites and other aspects of our business. 
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Legal Basis of Processing 
 
 We only use your information to achieve our legitimate interest in maintaining our website 
presence and performing data analyses, to communicate with you, in detecting and preventing unlawful 
or unethical conduct, or to comply with a legal obligation to which we are subject. 
 
 
Information We Share 
 
 We do not sell or otherwise disclose personal information we collect about you, except as 
described in this Website Privacy Notice. We may also share personal information with service providers 
who perform services on our behalf based on our instructions. We may share certain personal information 
with our affiliates for the purposes described in this Website Privacy Notice. 
 
 In addition, we may disclose information about you (i) if we are required to do so by law or legal 
process, (ii) to law enforcement authorities or other government entities, (iii) when we believe disclosure 
is necessary or appropriate to prevent harm or financial loss, or (iv) in connection with an investigation of 
suspected or actual espionage, cybersecurity, or security events or other fraudulent or illegal activity. We 
also reserve the right to transfer personal information we have about you in the event we sell or transfer 
all or a portion of our business or assets (including in the event of a reorganization, spin-off, dissolution, 
or liquidation). 
 
Your Rights and Choices 
 
 We offer you certain choices in connection with the personal information we collect from you. To 
update your preferences, please use the popup when you first visit the site.  To the extent provided by the 
law of your jurisdiction, you may request access to the personal information we maintain about you free of 
charge or request that we correct, amend, transfer, delete or block the information by contacting us via 
our website contact form. Where provided by law, you may withdraw any consent you previously provided 
to us or object at any time on legitimate grounds to the processing of your personal information, and we 
will apply your preferences going forward. 
 
 If you feel that your rights and choices are not adequately addressed, you maintain the right lodge 
a complaint with a supervisory authority. 
 
Data Transfers 
 
 We may transfer the personal information we collect about you to recipients in countries other 
than the country in which the information originally was collected, including the U.S. Those countries may 
not have the same data protection laws as the country in which you initially provided the information. 
When we transfer your information to recipients in other countries (such as the U.S.), we will protect that 
information as described in this Website Privacy Notice. 
 
 If you are in the European Economic Area (“EEA”) we comply with applicable legal requirements 
by protecting your information when it is transferred to countries outside of the EEA.  Edge Autonomy will 
comply with the President of the United  States  Executive Order signed October 7th, 2022, implementing 
the EU-U.S. Trans-Atlantic  Data Privacy Framework. as providing an adequate level of data protection. 
The steps we take include concluding data transfer agreements incorporating the European 
Commission’s Standard Contractual Clauses. 
 
How We Protect Personal Information 
 
 We maintain administrative, technical, and physical safeguards designed to protect the personal 
information you provide on the Sites against accidental, unlawful or unauthorized destruction, loss, 
alteration, access, disclosure or use. 
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Data Retention 
 
 Edge Autonomy will retain your personal information only for as long as is required for processing 
and not longer than a maximum period of five years. 
 
Links To Other Websites 
 
 Our Sites may provide links to other websites for your convenience and information. These 
websites may operate independently from us. Linked sites may have their own privacy notices or policies, 
which we strongly suggest you review. To the extent any linked websites are not owned or controlled by 
us, we are not responsible for the websites’ content, any use of the websites, or the privacy practices of 
the websites, even though you may enter that site directly from visiting ours. 
 
 
Right to Delete 
 
 You may have the right to request that we delete any of your personal data that we collected from 
you and retained, subject to certain exceptions (the “right to delete”). Once we receive your request and 
confirm your identity, we will review your request to see if an exception allowing us to retain the 
information applies. We may deny your deletion request if retaining the information is necessary for us or 
our service provider(s) to: 

• Complete the transaction for which we collected the personal data, provide a good or service that 
you requested, take actions reasonably anticipated within the context of our ongoing business 
relationship with you, fulfill the terms of a written warranty or product recall conducted in 
accordance with federal law, or otherwise perform our contract with you. 

• Detect security incidents, protect against malicious, deceptive, fraudulent, or illegal activity, or 
prosecute those responsible for such activities. 

• Debug products to identify and repair errors that impair existing intended functionality. 

• Exercise free speech, ensure the right of another consumer to exercise their free speech rights, 
or exercise another right provided for by law. 

• Comply with applicable law. 
• Engage in public or peer-reviewed scientific, historical, or statistical research in the public interest 
that adheres to all other applicable ethics and privacy laws, when the information’s deletion may likely 
render impossible or seriously impair the research’s achievement, if you previously provided informed 
consent. 
• Enable solely internal uses that are reasonably aligned with consumer expectations based on 
your relationship with us. 
• Comply with a legal obligation. 
• Make other internal and lawful uses of that information that are compatible with the context in 
which you provided it. 
 Pursuant to applicable law, we will delete, or we may deidentify, personal data not subject to one 
of these exceptions from our records and will direct our service providers to take similar action. 
 

Exercising Your Rights 
 
 To exercise your applicable rights to know or delete described above, please email the Edge 
Autonomy IT Operations.  Only you, or someone legally authorized to act on your behalf, may make a 
request to know or delete related to your personal data. You may only submit a request to know twice 
within a twelve (12)-month period. Your request to know or delete must: 

• Provide sufficient information that allows us to reasonably verify you are the person about whom 
we collected personal data. 
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• Describe your request with sufficient detail that allows us to properly understand, evaluate, and 
respond to it. 

 We cannot respond to your request or provide you with personal data if we cannot verify your 
identity or authority to make the request and confirm the personal data relates to you.  We will only use 
personal data provided in the request to verify the requestor’s identity or authority to make it. 
 Under applicable law, you may also have a right to take legal action in relation to any breach of 
your rights regarding the processing of personal data, as well as to lodge complaints before the 
competent data protection regulators. 
 We will not discriminate against you for exercising any of your applicable legal rights. 
 
Updates To Our Website Privacy Notice 
 
 This Website Privacy Notice may be updated periodically and without prior notice to you to reflect 
changes in our personal information practices. We will post the updated version on our Sites and indicate 
at the top of the notice when it was most recently updated. 
 
How To Contact Us 
 
 If you have any questions or comments about this Website Privacy Notice, or if you would like us 

to update information, we have about you or your preferences, please contact us via the contact form on 

EdgeAutonomy.io.  

 


